Tonis Zafiropoulos

1225 Pinecrest Ln, Manchester, MO 63021E-mail:tonyz@fixvirus.comCell:(314)504-3974
Summarized Biography

A Customer driven Engineer that analyzes business needs and uses technology that fits within budgets and strategic goals. Has a Bachelor of Science degree in Systems Engineering at Washington University and experienced in 2 years of mainframe operations, 5 years of sales, 2 years of systems engineering, and 13 years of small business consulting experience, 4 years enterprise computing environment.
Summary of Background

Information Systems Professional with experience in a variety of Information Technology systems, with an emphasis in network security and with expertise in:

· Project Management of various technical endeavors, including software development projects

· Systems analysis and migrations – work with specifications to create proper environments – including QA (test environments)
· Certified Ethical Hacker 

· Asst Superviser Saint Louis County election Judge since 2008 (Pres. Obama Election)

Computing Skills  
Windows XP/Vista/7/8//2008/2012  
Linux/Unix – HP-UX           Shell Scripting



TCP/IP – Internet Technologies     
System Administration    Share Point Server
Email – Sendmail/Exchange        
Firewall – Iptables/PIX/Checkpoint
Website Design
Project Analysis                  VMWare/VirtualBox
Office Productivity Packages

MS Office packages Office2013 / MS Project
Employment History

Fixvirus.com President - small client consultation  1999 – current
Between  yearlong projects perform small business consulting projects
Includes security testing, nmap and Nessus, BurpSuite  among other Kali-Linux tools

Perform Virus cleaning – train the customer to use a computer safely.

Custom information security needs 
Instructor  –  CAIT – Center Applied Information technology fall/2013 – fall/2014
Teaching Security, Architecture and Controls  SEC020 Helped create the curriculum

Using Metasploit, nmap, Kali Linux, OWAPS ZAP. And SEC030 introduction to hacking.

Security Operations PM for IPS systems – Intrusion Prevention for Enterprise environment 5/15/13 – 6/30/14

Support/manage over 100 sites across the world. 
Upgrade several projects using network, site management, and firewall teams to coordinate system upgrades.

Use SiteProtector an IBM Internet Solution Systems to manage Proventia Intrusion Prevention Systems. Develop documentation for System upgrades and administration. – Global Infrastructure of 150,000 clients and hundreds of servers and routers. Including  several countries (in Europe and APAC)

Protected factory systems (PLC – and systems that run factory floor analysis – Oracle DB)
Penetration testing – website application, network systems, computer systems using HPfod and nmap
Ran the event analysis meeting for 1 year – reviewed attacks and production processes for their critical nature and assigned to teams for resolution.
Led teams to configure ISS systems, used Security Center (HP Openview) applications for Intrusion Prevention projects. 

Savvis Information Security Operations PM –  Linux firewall management in Enterprise environment 10/15/11 – 07/31/12
Project management of varying scopes. Including hard drive failure recovery, Access control list management.
Office2010-Windows7 environment
Vantive data management, Nessus penetration scans, policy updates in Cisco ASA and FWISMs. 

Infosec log checks, Linux system maintenance.  Auditing policy updates in Juno switches. RSA key access multiple systems around world. Documented multiple projects and processes, including network review, built rpm package and implemented throughout firewalls.
Working knowledge of ITIL framework – ITSM Service Management.

Had to work with RAID-1 storage hard drive failures within the firewall systems

Security Operations PM for IPS systems – Intrusion Prevention for Enterprise environment 10/11/10 – 8/26/11
Project management for over 100 sites across the world. Use SiteProtector made from IBM Internet Solution Systems to manage Proventia Intrusion Prevention Systems. Develop documentation for System upgrades and administration.

Penetration testing – website application, network systems, computer systems

Led teams to configure ISS systems, used Security Center (HP Openview) applications for Intrusion Prevention projects. 
Fixvirus.com President - small client consultation 07/24/09 – 10/11/10
Repair computers for a number(40+) of retail clients (viruses, and various hardware issues) including small businesses
Manage and install a Windows2008/Windows7 network, Attorney firm 8 users. Network and MS SQL server, as well as backup management and Blackberry configuration within outsourced Exchange server.

Managed a transition from Windows2003 to windows2008 network for accounting company of 30 users, includes a voip network with 2 offices, notebook configuration,  Exchange Server 2007 management and several applications for accounting firms that also  includes handheld phone configurations. 
Project/Implementation Manager AT&T, Saint Louis, MO start date 9/2/2008- 7/24/2009
Manage resources and people to complete projects over a variety of tasks interactions. Total project size varied from $.75mil up to $3mil.
Work with clients and colleagues to ensure the SDLC is solving the business requirements. Documenting processes which were not documented to ensure department cohesion, efficiency, and continuity plans. Set up UAT for new managerial software reporting tool, create documentation for departmental jobaids. Test the new tool to make sure it is bug-free, Regression testing and general user application testing, and release management.
Identify software and hardware needed for solutions, order t he equipment and manage the installation.  
Use Introscope tool to ensure systems have capacity for business needs.

Program Manager for new tool, ensure management and client sets Business Requirements so that developers can successfully and efficiently fulfill the BR. 

Use Vantive to check who is in charge of what systems.

Worked on the Lightspeed project. System capacity planning.

Information Systems Project Manager Fixvirus including Smith, Moore & Co (a financial brokerage firm) St. Louis, MO  1/1997 - 4/2008

· Computer Facilities management – LAN/WAN network management of a 4 node network, including Domain Servers, Internet functionality(DMZ and firewalls), Exchange, Print and file serving as well as Active Directory management

· Configure enterprise-level virus scans and virus infiltration software (Symantec Antivirus – including Endpoint)

· Configuration of Firewalls create access lists, DMZ, which hosted the mail server
· Automated Network Security - use network scanning tools (nmap) looking for weak spots (like a hacker would)
· Network administration – TCP/IP, NetBIOS, DNS, Active Directory, Samba(Linux), LDP 

· Setup wireless LAN’s in several home executives (WEP, WPA, etc)  Access Points (AP)

· Setup a honeypot(Linux system) – a server on the Internet that is unpatched which gets hacked so as to see the hacker methods.

· FTP server setup on Windows and Linux, in conjunction with shell scripts can automate ETL functionality (loading to database and create reports)

· The Linux servers were email – sendmail 8.9.x and firewall servers, as well as a proxy server. 
· Sendmail (Linux) configuration – used an ingenious method to provide SEC compliance with no licensing cost , was able to pass two compliance tests by NASD and NYSE examiners.

· One Linux server was the backup and router for the network.

Technical Support Engineer Hilco Technologies – (software company of SCADA systems) St. Louis, MO  6/1994 – 10/1996
Supported Clientas who ran Hilco software running MES (Manufacturing execution Systems) controlling PLC’s
Education
Bachelor of Science  Washington University  Saint Louis, Missouri               1993
Major: Systems Science and Engineering; Minor: History
Certificates:
Certified Ethical Hacker 2/14/2014

CloudU certificate Rackspace.com 1/13/2013



Award/Memberships

Saint Louis Unix Users Group (Secretary - 2001) 

Saint Louis Linux Users Group (Leader - 2004)


Missouri Society of Professional Engineers-EIT Certificate 
Registered MSPE.org For Missouri (not MI, MN, or MS)
